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Date Rec’d 11/28/2023
Clerk’s File # OPR 2024-0006
Renews #

Agenda Sheet for City Council:
Committee: Urban Experience  Date: 01/08/2024
Committee Agenda type: Consent

Council Meeting Date: 01/08/2024 Cross Ref #
Submitting Dept INNOVATION & TECHNOLOGY 

SERVICES
Project #

Contact Name/Phone MICHAEL 
SLOON

625-6468 Bid #
Contact E-Mail MSLOON@SPOKANECITY.ORG Requisition #
Agenda Item Type Contract Item
Council Sponsor(s) JBINGLE                              
Agenda Item Name (10/16) 5300 STATE & LOCAL CYBER SECURITY GRANT PROGRAM (SLGCP) 

AWARDAgenda Wording
Acceptance of the State and Local Cyber Security Grant Program (SLGCP) Award. Grant funding for Inter-
Agency Firewall Initiative. City of Spokane ITSD awarded $77,000 to install network firewalls. Grant agreement 
start date 12/01/2022 - 01/31/2025.

Summary (Background)
SLGCP grant funding has been approved for Inter-Agency Firewall Initiative.This project will install network 
firewalls between COS & SREC & Spokane County interconnected networks. COS, Spokane County & Spokane 
Regional Emergency Communications (SREC) are interconnected agencies.The network boundary between 
these agencies & the City of Spokane is not visible to our existing security monitoring solutions & the network 
boundaries are not protected on the COS side of the network trust relationship.

Lease? NO Grant related? YES Public Works?      NO

Fiscal Impact
Approved in Current Year Budget? NO
Total Cost $ $77,000
Current Year Cost $ $77,000
Subsequent Year(s) Cost $ 
Narrative
Dan Wordell will be the SME on this grant and is responsible for management and compliance with all grant 
requirements. This is a one-time grant that will be fully expended in 2024. There is no matching requirement 
on the grant.

Amount Budget Account
Revenue $ 77,000 # 5300-97311-99999-33397-99999
Expense $ 17,000 # 5300-97311-18850-54201-99999
Expense $ 60,000 # 5300-97311-94180-56409-99999
Select $ # 

$ # 
$ # 



Continuation of Wording, Summary, Approvals, and Distribution

Agenda Wording

Summary (Background)

Approvals Additional Approvals
Dept Head SLOON, MICHAEL ACCOUNTING - 

GRANTS
MURRAY, MICHELLE

Division Director SLOON, MICHAEL
Accounting Manager MURRAY, MICHELLE
Legal PICCOLO, MIKE
For the Mayor JONES, GARRETT
Distribution List
preparedness.grants@mil.wa.gov Contract Accounting - ddaniels@spokanecity.org
Legal - mharrington@spokanecity.org Purchasing - cwahl@spokanecity.org
IT - itadmin@spokanecity.org Tax & Licenses
contracts@office@mil.wa.gov and CC 
preparedness.grants@mil.wa.gov

Accounting - ywang@spokanecity.org
CC - Jocelyn.Overby@mil.wa.gov.



Committee Agenda Sheet
Finance & Administration Committee

Submitting Department Innovation and Technology Services Division

Contact Name & Phone Dan Wordell, 625-6456
Contact Email dwordell@spokanecity.org 
Council Sponsor(s) CM Bingle

Select Agenda Item Type ☒Consent  ☐Discussion Time Requested:10/16/2023

Agenda Item Name State and Local Cybersecurity Grant Program (SLGCP) Award for: 
Inter-Agency Firewall Initiative 

Summary (Background) SLGCP grant funding has been approved for the Inter-Agency Firewall 
Initiative.  This project will install network firewalls between the City 
of Spokane and SREC and Spokane County interconnected 
networks.  City of Spokane, Spokane County and Spokane Regional 
Emergency Communications (SREC) are interconnected agencies. The 
network boundary between these agencies and the City of Spokane is 
not visible to our existing security monitoring solutions and the 
network boundaries are not protected on the City of Spokane side of 
the network trust relationship.  

Proposed Council Action & 
Date:

Approval/Pass Council on October 30th, 2023  

Fiscal Impact:     
Total Cost: $77,000 
Approved in current year budget? ☐Yes   ☒No   ☐N/A

Funding Source ☒One-time ☐Recurring – Annual

Specify funding source: ITSD 5300-73150-18850-54820:  $77,000
Revenue: ITSD 5300-73150-99999-33397-99999: $77,000

Expense Occurrence ☒One-time ☐Recurring - Annual

Other budget impacts: none 
Operations Impacts
What impacts would the proposal have on historically excluded communities?

Not applicable – IT Related, Data Security 
How will data be collected, analyzed, and reported concerning the effect of the program/policy by 
racial, ethnic, gender identity, national origin, income level, disability, sexual orientation, or other 
existing disparities?

Not applicable – IT Related, Data Security
How will data be collected regarding the effectiveness of this program, policy or product to ensure it 
is the right solution?

Not applicable – IT Related, Data Security

mailto:dwordell@spokanecity.org


Describe how this proposal aligns with current City Policies, including the Comprehensive Plan, 
Sustainability Action Plan, Capital Improvement Program, Neighborhood Master Plans, Council 
Resolutions, and others?

Not applicable- IT related, Data Security
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Attachment C 
22SLCGP Award Letter 
EMW-2022-CY-00017 
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Attachment D 
WORK PLAN 

FY 2022 State and Local Cybersecurity Grant Program 
 

PROJECT #1 TITLE Inter-Agency Firewall Initiative 
PROJECT DESCRIPTION           
Currently, the City of Spokane, Spokane County and Spokane Regional Emergency Communications (SREC) are 
interconnected agencies. The network boundary between these agencies and the City of Spokane is not visible to our 
existing security monitoring solutions and we have no telemetry into the network communications that traverse this 
path both incoming and outgoing.  Additionally, the network boundary is not protected on our side of the network 
trust relationship. 
 
This project is to remediate the shortfalls mentioned above by installing firewalls between network connected local 
government agencies. This will give us the ability to monitor the critical network traffic that supports the Spokane 
Police Department, Spokane Fire Department, Municipal Courts, and other essential city functions while enhancing 
our overall security posture.  
              
GAP BEING ADDRESSED           
The Gap being addressed is the lack of firewalls on the City's side of the network trust and by extension not being able 
to analyze network traffic crossing the connections leading to a lack of network monitoring and defense. 
 
Previous SAO audit identified the need for additional controls to address the gap in network monitoring.  In 
addressing the identified risk, this project was scoped out.  We are acutely aware of the risk our connection to these 
agencies poses and are very much wanting to reduce our exposure. The best way to do this is to put in place firewalls 
between the City of Spokane and its intrinsic partners. 
              
IMPACT             
The impact of this project will be closing the loop on a significant area of risk for the City of Spokane. By putting these 
firewalls in place, we will add increased visibility, functionality, security, and fault tolerance to the resources we share 
with our connected partners. Once the firewalls are physically installed, configured, and put into production this 
project will be finished. As far as ongoing costs and support are concerned, we will be providing regular operating 
system upgrades to the hardware and will engage professional services as needed for future alterations but are not 
within the current scope of initial build. 
              
OUTCOME             
The outcome of this project will be the creation of a security buffer zone between the City and its connected partners. 
All stakeholders in this project are dedicated to being the best stewards of critical services and data we can be, and 
wherever possible want to create secure, resilient, and low risk environments. This project on completion will 
exponentially help in our efforts to achieve these goals.  
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Attachment E 
 

BUDGET 
FY 2022 State and Local Cybersecurity Grant Program 

 
City of Spokane 

AGREEMENT AMOUNT $77,000 
                  

PR
O

JE
CT

 #
1 

 
SOLUTION AREA     

  PLANNING ORGANIZATION EQUIPMENT TRAINING EXERCISE M&A TOTAL 
Salaries & Benefits $0 $0   $0 $0 $0 $0 

Supplies $0 $0   $0 $0 $0 $0 
Travel/Per Diem $0 $0   $0 $0 $0 $0 

Contractor/Consultant $2,000 $15,000   $0 $0 $0 $17,000 
Passthrough $0 $0 $0 $0 $0   $0 

Other $0 $0 $0 $0 $0 $0 $0 

Equipment      $60,000       $60,000 

SUBTOTAL $2,000 $15,000 $60,000 $0 $0 $0 $77,000 
Indirect             $0 

TOTAL $2,000 $15,000 $60,000 $0 $0 $0 $77,000 
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Attachment F 
 

TIMELINE 
FY 2022 State and Local Cybersecurity Grant Program 

 
DATE TASK 

December 1, 2022 Grant Agreement start date 
NLT December 1, 2023 Complete NCSR 

January 5, 2024 Submit Progress Report 
* time period 12/1/2022 - 12/31/2023 

July 15, 2024 Submit Progress Report 
* time period 1/1/2024 - 6/30/2024 

NLT December 30, 2024 Complete NCSR 
January 31, 2025 Grant Agreement end date 
March 17, 2025 Submit Final Reimbursement Request and Closeout Report 

    
    

October 1st annually Nationwide Cybersecurity Review (NCSR) opens for input 
https://www.cisecurity.org/ms-isac/services/ncsr  

 

https://stateofwa.sharepoint.com/sites/mil-contracts/contractsoffice/Contracts/E%20Series%20Contracts/E24%20Contracts/E24-216%20City%20of%20Spokane%2022SLCGP/Nationwide%20Cybersecurity%20Review%20(NCSR)%20opens%20for%20input%20https:/www.cisecurity.org/ms-isac/services/ncsr
https://stateofwa.sharepoint.com/sites/mil-contracts/contractsoffice/Contracts/E%20Series%20Contracts/E24%20Contracts/E24-216%20City%20of%20Spokane%2022SLCGP/Nationwide%20Cybersecurity%20Review%20(NCSR)%20opens%20for%20input%20https:/www.cisecurity.org/ms-isac/services/ncsr
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https://dor.wa.gov/mydorcontacts
https://www.surveygizmo.com/s3/5198742/from-mydor
https://dor.wa.gov/manage-business/my-dor-help/browsers
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